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INTRODUCTION 

Strata Community Association Limited (ABN 15 151 156 357) is the peak industry body for Body Corporate 
and Community Title Management in Australia and New Zealand. SCA proudly fulfils the dual roles of a 
professional institute and consumer advocate. References to "SCA", "we", "us" and "our" in this Data 
Breach Policy refer to Strata Community Association Limited. Personal information must be managed in an 
open and transparent way.  
 

PURPOSE 

The Privacy Act 1988 (Cth) and the Australian Privacy Principles (APP) protect personal information which 
belongs to individuals by placing restrictions on how that information can be collected, handled, used and 
disclosed. This requires us to: 

• Implement practices, procedures and systems to ensure compliance with privacy laws and 
appropriately handle any enquires or complaints about privacy; 

• Have a clear and up to date Privacy Policy that documents the way we manage personal information, 
including: 

- The kinds of information we collect; 

- How we collect and hold it; 

- The purposes for which we collect, hold, use and disclose it; 

- How people can access and correct the information we hold about them; 

- How people can make a privacy related complaint and how we deal with such complaints; and 

- Whether we are likely to disclose information to overseas recipients and if so, where they will 
be located; 

• Report an ‘eligible data breach’ to the Office of the Australian Information Commissioner (OAIC) and 
any affected individuals. 

Our privacy policy can be found on our website www.strata.community and outlines the way in which we 
collect, hold, use and disclose personal information. 

This data Breach Policy and Procedure outlines how we manage any potential privacy breaches. 
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DEFINITIONS  
 

What is Personal Information? 

Information or an opinion, whether true or not, and whether recorded in a material form or not, about an 
identified individual, or an individual who is reasonably identifiable (OAIC Definition). 

As such, personal information includes, but is not limited to; contact details, work experience, 
qualifications, aptitude test results, the opinions of others about an individual’s work performance 
(whether true or not), e.g. references, incidents at the workplace, bank details, medical records and other 
information obtained or received by us in connection with possible and/or actual work placements. 

What is Sensitive Information?  

Sensitive information is a type of personal information on which the APPs place more stringent obligations 
on how it is to be handled. Sensitive information includes information about racial or ethnic origin, political 
opinions, membership of a political association, religious beliefs or affiliations, philosophical beliefs, 
membership of a professional or trade association or a trade union, sexual preferences or practices, 
criminal records and health information. In most cases, in line with the Privacy Act, sensitive information 
can only be disclosed with the individual’s consent. 
 

WHAT IS A PRIVACY BREACH? 

A privacy breach occurs if we hold personal information about an individual and breach: 

• Our legal obligations in relation to its collection, handling, use or disclosure; or 

• The provisions of our Privacy Policy 

When you identify an actual or possible privacy breach, please follow The Data Breach Response Plan 
outlined in the procedure. 
 

WHAT IS AN ELIGIBLE DATA BREACH? 

When an ‘eligible data breach’ occurs, we must usually report it to the OAIC and affected individuals within 
strict timeframes. However, this may not be required if we act quickly to manage the breach and ensure 
that it will not cause any serious harm to an individual. 

A privacy breach is an eligible data breach if it results in: 

• Unauthorised access to or disclosure of personal information; or 

• Information being lost in circumstances where unauthorised access to or disclosure of personal 
information is likely to occur, 

and this is reasonably likely to result in serious harm to an individual. 
 

Unauthorised Access 

Unauthorised access of personal information occurs when personal information that an entity holds is 
accessed by someone who is not permitted to have access. This includes unauthorized access by an 
employee of the entity, or an independent contractor, as well as unauthorised access by an external third 
party (such as hacking). 

Examples of unauthorised access includes: 
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o an employee browsing sensitive customer records without any legitimate purpose 

o a computer network being compromised by an external attacker resulting in personal information 
being accessed without authority 

 

Unauthorised Disclosure 

Unauthorised disclosure occurs when an entity, whether intentionally or unintentionally, makes personal 
information accessible or visible to others outside the organisation and releases that information from its 
effective control in a way that is nor permitted in the Privacy Act. 

For example, an employee accidently publishing a confidential data file containing the personal information 
of one or more individuals would be considered unauthorised disclosure. 

What is serious harm?  

Serious harm can include identity theft and serious physical, psychological, emotional, financial or 
reputational harm. 

Some kinds of personal information breaches are more likely than others to cause serious harm e.g. those 
that involve sensitive information such as medical or health information, information or documents 
commonly used for identity theft (e.g. Medicare details, drivers licence or passport information) or financial 
information. Combinations of different types of personal information (as opposed to a single piece of 
information) may be more likely to result in serious harm. 
 

REFERENCES 

This policy should be read in conjunction with the Privacy Policy. 
 

CONTACT 

Any questions about this Policy should be directed your Manager. 
 

VARIATIONS 

SCA reserves the right to vary, replace or terminate this policy from time to time. 
 

 

AUTHORISATION 

Alisha Fisher 
Company Secretary and CEO 
Strata Community Association Limited 

1 August 2019 
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INTERNAL SCA TEAM RESPONSIBILITIES 

It is the responsibility of Management to ensure that: 

• Personnel and volunteers are aware of this policy; 

• Personnel and volunteers use the four step response plan for a data breach; and 

• Any breaches of this policy coming to the attention of management are dealt with appropriately. 

It is the responsibility of the all employees and volunteers to ensure that they conform to this policy.  
 

PROCEDURES 

Our team will investigate and deal with privacy breaches in accordance with the following Data Breach 

Response Plan. 

 

4 STEP DATA BREACH RESPONSE PLAN 
 

STEP 1 – Alert 

Where a privacy data breach is known to have occurred (or is suspected) any member of the SCA team 

must alert their senior leadership in the first instance. 

The information that should be provided (if known) at this point includes: 

a) When the breach occurred (time and date) 

b) Description of the breach (type of personal information involved) 

c) Cause of the breach (if known) otherwise how it was discovered 

d) Which system(s) are affected (if any) 

e) What action has already been taken to remedy the breach (if any) 
 

STEP 2 – Contain and Assess 

Once notified of the information above, senior leadership must consider whether a privacy data breach has 
(or is likely to have) occurred and  

1. Contain – immediately take action to limit the breach. e.g. stop the unauthorised practice, recover 
records, shut down system 

2. Make a preliminary judgement as to its severity. 
 

Criteria for determining severity: 

a) The type and extent of personal information involved 
b) Whether multiple individuals have been affected 
c) Whether the information is protected by any security measures 
d) The person or kinds of people who now have access 
e) Whether there is a real risk of serious harm to the affected individuals 
f) Whether there could be media or stakeholder attention as a result of the breach or suspect breach 

 

STEP 3 – Notify 
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Working with the CEO, the senior leadership must consider whether there are reasonable grounds to 
suspect that a Notifiable Data Breach (NDB) has occurred. 

If there are reasonable grounds, the CEO must prepare a prescribed statement and provide a copy to the 
OIAC as soon as practicable (and no later than 30 days after becoming aware of the breach or suspected 
breach. 

If practicable, SCA must also notify each individual to whom the relevant personal information relates. 
Where impracticable, SCA must take reasonable steps to publicise the statement (including publishing on 
website). 

The prescribed statement will be logged by the CEO. 

 

Step 4 - Review 

Once steps 1 to 3 have been completed, SCA will review and learn from the data breach to ensure that we 
improve our personal information handling practices. 

This might involve: 

• A security review including a root cause analysis of the data breach 

• Prevention plan to prevent similar incidents in the future 

• Audits to ensure the prevention plan is implemented 

• A review of policies and procedures and changes to reflect the lessons learned from the review 

• Changes to employee selection and training practices 

• A review of service delivery partners that were involved in the breach 

 

If any updates are made a following a review, staff will be trained in any changes to relevant policies and 
procedures to ensure a quick response to a data breach. 

 

 

 

 

 

  

 


